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T b Y 7 -:Windows Server 2008, .
Windows Server 2008, )
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- Py-B7
- Pc2 BENAVLAN
Feogead il #in

(Z) AMRERME AL E/Z4ME (200 4

—. MEMESHR.

BEREESVH NG 2L TET, CVREETHEREEZRE, #TT X
FIBEME, N7 HRRSBHEFTAT, FHENELL2RMAE wmAK, HTHEAE
fBo BHALAZTRA P Z2EREFMER Nginx 2 %K%, HERERE | +
B RS RaFs, AL, HRERBELH L RERRA RS ER
GG LD HEES . AERERRBEEENGREN A EHREHEART BAK
£ 5B AR (E S AT A F i DUAE S B SCF B, DL word ARSI #1 5, DL PDF #%
AR

L TEREEREETE. FRFH

2. X% BRfr: WL amk A-XX (XX A T{L5), PDF # X1k 7

3. XHRERUAERR.

. REBFERHA
AServer08 (windows) . A F 4: administrator, KA. 123456
AServer09 (1inux) B P 4. root, L. 123456

=. ;.
LA REERBERE., FHEH, FHEETHENAE ERNLE;
2. X4t % BARTE: WA ZAES A-XX (XX 4 T5), PDF X EH;
3. XHREE U AR R,

A-1: BF%4mE (Windows, Linux)

iE X IR 4% Windows, Linux #ERKH#ATHENHNIXE, BRERFENL LMK,
1. %A 5% 8 (Windows, Linux)

a. mNEHBKELS DT 13 4MNF/;

b. B LTIE A E TR K,

2. il P & 4 & # (Windows)
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a. % B BUE S B2 A X F 8 BT A A, AR R 48K % administrators 4
b. ZEFEEF FEA A RTE;
c. REFAETLREFWAF 4,

A-2: Nginx &4 %® (Linux)

3. &I HFH EARBRRFEMAERET;
4. PR %] HTTP &K 7 &, R A4 GET. HEAD. POST;
5. W B E P 3w iE ok £ Az BUE B AR 4 10;

6. X B & 7 o i Kk Sk 13 B BT B JE) 10,

7. % Nginx R&FEAL, # A www B F B R 5

A-3: HF K (Windows)

8. Za HAEXrAKR/NA 128MB, % E LK ZAMNHFAD LR, #F
EEZEMH (HEMHMTL) ;

9. B2l B BZ X AA/NA 64MB, R E LK B FAR HIEAN LR ELRF
i, TEEFM;

10. A HA X RAA/NA 32MB, WE LA B RANHISAM LR, T&
=E (FHFERED) .

A-4: =8 R % tu B SSHD\VSFTPD\IIS (Windows, Linux)

11. SSH AR -/ E (Linux)

a. B ssh 53 2 4 2222,

b. ssh Z£ 1k root A 7 iIm 42 & 3%

c. W& root Al PN XIES B AT L 7:50 377 B ssh k%, 22:50 < A ;
& JE 78 7:30 EFH B 3 ssh R 5

d. 152 SSHD #9 PID #% % % M o

12. VSFTPD A % Ao & (Linux)

a. WEIEAT vsfipd BAERER R LA P 4 pyfip;

b. PR #| & F o & BEHY 3% O 36 B ZE 50000-60000;

c. MR A F| 7 & F7E o 76 B IR %] 7 home H &

13. IIS B (Windows)

a. FrB IISHEHRXFITER(HEAXHRFBANWC, ALK HE. i, &
Fog IP sk, AP4. k),

b. X I TIS #y WebDAV I g8 3 5% & 3 0y %2 2 1

A-5: AHZA%K® (Windows)

14. 25 1F BB 4 A% SAM tK P 5
15. 2 R R AR BEFHENT KW
16. 25 1F 77 6 W % & 0 30 iy 35 A fn 4
17. 25184 Everyone AR A F T E 4 A F 5
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18. £ A8 i B K it |a] J5 R A vE4H o
A-6: BFKIEHK® (Linux)

19. W E B K3 A AALEE & B TCMP 30 LLSN Y BT R 3038 s

20. A FF 1k SSH MR % #% % 77 # %, % & iptables FF k3 & X 4 #F
172.16.10. 0/24 P BX 9 #9 = AL3# 3¢ SSH % 4 A HL;

21, HIHHIE IR £k, 1% B iptables [ Ok K 55 o5 3 5 \ Bk 8 #EAT LI,
REEoer v 3 MEEN, HARBRERELEN —KRKFAE 6 MERL (B
HERANEHECEEFATALE) |

22. A R PR K R E 172.16.0.0/24 JF 3k W B #9 DNS ## 4718 R 3 .o

(Z)B #pZ £3 fre B/ W 4 22 £ B BGIE/ B 2 4 (400
2

B-1: Windows ¥ ZZ&BFZ MK

v MR%28B3FE: Server2105 (xHEE)
vV MREBEBREZS: Windows GRATEE)

1. #EILAHPCHFEENATF & Kali MR FGHFFHATRARS ZM A S %
MR, A ZRAE DR R P 445 3% 0 3 B e R - IR A(E B F 4 % 1E A Flag
ERER;

2. WA PCFLENRATF & Kali RFBFRFHATSENR, ¥iz7= W%
HEEREEFWDNS 5 BEN Flag 8 (Fl4r: 114. 114. 114. 114) # % ;

3. I AN PCHFBBHMAFE Kali R HF B R HATSENA, WizFF+FH
Yalmm K &2 R EBIEA Flag AR

4. @I AHMPC FHENRAF & Kali AREBFFHATL RN, ¥ iZF R £H
F 11 R E——ANEE N, docx XAFEY A4 AR ME K Flag E#R

5. I AN PC FBBZMAF & Kali R HF B R HATSENA, WizF=2H
F1 X rE—— A EE A, docx SUHFEY IR A 2 A Flag B4R % ;

6. WITAMPC FEHENKXTE Kali RSB EHTHENRK, ¥ iZTELET
o2 Xtk brE——ME R FHIE XL EEEN Flag ERER;
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B2: MEERLIN

v BB win20230305 Hy 1P Hu 4k

1. EBENFHRSEERKE, HRIE R F & W bsg 0 1FA Flag ER R

= W

"R

5. Vil A& M E,
6. V7 IEl MRS 4 W 3E T,

V77 7] AR 2525 P 9 U
V7 5] AR % 8 P 3k T
V7 5] AR % 8 P 3k T

HKEET@FH Flag B K, ¥ Flag HIEX;
REETMEFHHAGE, H¥ Flag B ;
HKEBEZTEER, BEF RN EHNEEIEAN Flag &

KEHMAMTHEEE, ¥ Flag HIER;
HKEA LT EE LR, ¥ Flag R K.

B-3: Linux AABZENK

v EHFFEGHA:

v R%BE: Server2214 (xR

v B P 4: hacker

AL, 123456

1. ERZEHNNRS&EEWRE, FHRFEF SSHR S0 0 T4 flag B
2. ERABENNREBEREKE, FHMREEFENLHER flag BR;

3. ERABENNMEEBERKE, FHREEFTRENERAER flag £
4. ERBENNRFBEERREN, FHMFEF root HX T URAEER

flag # X ;

5. ERABENNMEHEEFREN, HHMFEF root WWEEER flag R ;
6. EHABENNREFBERAEN, HFHMFEF root BXTHWERFAEIEH

flag #& 32,

B-4: W% %4 N RN

v %5 BFE. Server2228 (FFakaERE)
v JHF4%: root, FAH. p@sswOrdl23

I REAZFHEANNEITHF MEkE, FEEITHFP KT EA Flag AER
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(ZAF P22 BUEXES4E, 4: adnin, root) ;
H B Z A adnin fl P R E X F AW ssh 517, % 511805 N\ B8 18 4 Flag
i (BB E AR H: 2022-01-12 08:08:18)
KREBEEBR LA EL EXHH LR, K XHH ndd EfFN Flag ERK;
KEEEBHET bin BZXTHEANAXH, FZXHHHEAMEN Flag ERK;
REBEENRLTHET FE, B7 MR aHILEY Flag E (R
#: Oxaldlfadd4fa30987b7fedf8721b022f4b4ffcIf8) #228.,

B-5: WuhB&

v LEEIREL 11020230509 B TP Mk

EBENF RS EENHATELRE, RHBEI B oD S K Flag B
X (EAREXHF’ID)

EBENF RS HEENRATEE, REREEENRSEL, GHEERS
WA S 1€ K Flag E#R X

FEBEAF X R S E ENHATEE, KRS &35 AT B9 AIE = QU ARl 1E A4
Flag B # %3 ;

EBENF RS E TN HTEE, $ATHERS BN T EEXN B E
14 Flag (B4R 58 (6 4& & 1P ik A “1P” R &, 40 http: //IP/index. php);
EBENF RSB ENRTEE, EREFBZINFRERENER, BREH
ENEAZRAME A Flag ER K,

EBENF RS EENHTEE, ERFEZANFRIREINXHEL, #
root B X T flag X K A 1E A Flag B K,
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WARE (BT EER) RUENEL, EEPRmEALRRKEEETEATE.
. RERRFHERHA:

ZPHLEIEFA % Windows 10/Windows?
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1. AR 2525 7 e IR VR BT RE R F AL IR OR T B = R JEIRORL

2. AR & 2 Lo W ok 7] g8 7 A A ENBVRIE, BEOREFHE @ ENN
R IR, A R R R B — AR

3. BEALMR &2 Lol W ok 7T B SO R URIE, B R FRE X LE AR
R, AR IR IR 3R B — AR

4. AR 525 Erg P oh 7] g 7 8 U BB RR, BOREFRE| X a4 WA
KRR, 5 A R A 4 -3k B — AR IR 2 AT R A

5. REEAJEMARSTEE S T ZERDHATHIRE, ERAFKEZE
RAGHAT WIS, F AR M IR IR 3% 3R FAXIR

6. RIFEAGRBOM ST B ST ZoFKum R, ERAFREZ 0w X
IR R B AR &, F A R R R R BOR GE AR

THREAGFARFE-LRARE]], £FTURILET, HAFHMEGH
EITE&ERBE R ZRR.
0. EREI:

L AR AR S B HATHE, EE—REERERFTHHLZERNE T,

2. flag AN EEHANRE BHE—HTIR, EEENREENE 14

3 MFMANEMNE A/ ENHAT A 2 BRES ., E B A K L.
Mk B # B & flag, B AL EH X HEHE;

4. BB FXENTER R GG, RS &0 (lag B, FRFEREEINR
%2364 TP Mt

5. RGMEREALF XA AR EM > EAEN, FTENMENRE S, W=
NG flag BN S RN EERM L L #HT I, ARBEENER RS HIT AN &
"o, BEEima AN 5 BRI STFE;

6. NI AT AN B o

(F) #HD CIF FHE-HH

(AR 200 4
—. MEMAEEHR.

BREAMEFEXZaLVWHEZLTREMN, fRE TREHSENR
Hzell, XEREET T AR EMHFEAMRR. RFERAEN LRSS
#TBENREZLTF. FMNEROATERNELIRESH, EEIARET
Fl. 2REFEL T, BENREFERMNECELMAF B FFENL 2,
BATHXNEWE, AT RGHZ 25 HEE.

WRE (BRI SHK) RUNGEE, EE/ mERALHREEETFEWE
B 2 R 5525
=, BERASAFERHA:
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Z P HLHEAE Z % Windows 10/Windows7
F2MEBEELS: Linux/Windows
=, WEERIA:

1. & 2 5 &+ oy iRR 7 a2 H ALK IR L V] RE & & LR R

2. B2 5 & Lo Wb b 7 & o EANBIRE, BEREFHI @ LENN
A R IR, A R R IR AR B — AR

3.EBEMRS & EH W uE T g F U EEIRE, BEoR#EFRE U L E R
R, AR IR IR 3R B — AR

4. BERE A L P h T A U R A TRE, BEREFRE XM EE WA
KRR, 5 A R AR 4 -3k B — AR IR HF 2 AT R A

5.EEAZEUNRS T EE T ZERDHATHIRE, EXRAF K TE
RAGPAT WIS, F AR MR IR 3% 3R FAX TR

6. RIFAGRBOM ST B ST ZoF K R, ERAFREZ 0w X
IR R B AR &, F A R IR R R BCR GE AR

THREAGFARFE-—LRARE]], £FTURILET, HAFHTEGH
BEITEBRIE R ZAIR.
0. ERFEI:

L EMAFEFESME A mEIBE&E, FETHIERRG H L mRE,
R AT LS i RS N
2. G B B F AR E 2 R 5 85 AN R BEAR -0 B R
3. FEEXM ARG BHATHRE, LE—REERER TR AL ZERNET;
4. RILHAT 4B o
. HHA:
L ATEREEREERE. FHRFH
2. XML 4 BARTE: WBZAMSD-XX (XX #TfL5), PDF X 1F&F;
3. X HRFEE U XK,
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