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=L RBRESFENE

(—) FHHHE

_ PC1 T
A | Windeows Server 2008,  *
Windows Server 2008, )
BTS. Kali, ; YRR * Windows 7. Windews XP.

- ’_,*_4 o Py.By

PC2 BEEMEVLAN
B N,

(Z) AMRERME AL E/Z4ME (200 4

—. MEMESF#HA:

BERRES VAN L L TRIF, XTALHRFERR, RE\ELFHFEK
FIRERF EFIZAT, A RLEEEARRTAFGEE . TE T EERY K
FHRERE, TREREF LML REREARSERTAWE L 2T HE
A
= RF I A

AServer06 (Windows) # 4t: | 4 administrator % # 123456

AServer07 (Linux) £ 4t: A P 4 root % 5% 123456
=, WH:

L AREEXREERE. FHREN, BB THLAE ERWELE;

2. XMk B AR WA A-XX (XX TM5), PDF # X7 F;

3.XHRERUHARK,

A-1: B F %A mE (Windows, Linux)

E AT AR %28 Windows. Linux ##ERK#FTHNKXE, BERS SN L LMK,
1. Z#%Kes (Windows, Linux)

a) BAREESLAME R HEANEFH, #F . HHEFH (Windows) , KK
NS ER B E R A A
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b) HHKEENFERFHREANEFE, HF . FEHFH Linux) , ¥
/etc/pam. d/system—auth B2 E 4 F xf iz # &0 o ] :

) BmANFHKETLTF8AFHE (Windows) , HEHKE &/ MEH B M
EREAE:

d) TNFEKEFD>T8AFH (Linux) , #/etc/login. defs B E L4+
XS H E A

BT K

a) WEKFHERMEN 6 RERMEMK,, HEHEN 1 o4, EAIKF 5
FAHBEHN 1 442 E (Windows) , ¥ K & 8% F ek B B 7w 2 &

b) — A ANRAY 5 KEF KK, B 5K, BRKTHE 1 44 (Linux),
¥ /etc/pam. d/login B & SO 3 it By 342 A -

F P %4 % # (Windows)

a) FUELKFERMFHELEE =5 SMB R £%&, ¥ Microsoft W% & /7 3.
¥R MFWEL L EFE =SB ML BWEMTE FEa&E:

b) ERAXREKF, BLEXREAFFHETENRGEABRNAEKS, BIKF:
EREKPRAWEURE R @AHE:

A-2: RWELEKHZE (Windows)

RARGHFEREWAFTE M, # R B EUN G IE SR %
R HEAA:
BUEAFEREZNERLT A, BRI AFERREREFTNEFERLT KA
B VLB E T A

AL BE R R TR el S AT Xk, WIREESG: AR E A
FE U7 1] B 7R Rl 28 A0 BT SUfF R H B M BD B T A
BUEBTEREFWAF 4, #RERXEF: TR TrRENAF ZWEERE
T A

A-3: REZEMEAY (Windows, Linux)

L.

£ 2 www. chinaskills. com 35 &, 7£ C:\web XL RN FAIELHH
chinaskills. html B £ W, £RERAZE “AEZURM 2024 FH 77 2 B R AR
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HEEAFIE”, B o R F SSL B R EE R A 34 (4 & www. test. com)
FRBATIH I, Wb 2 i B 7w E:
2. AT WEFEARTHA TG L TR, XUHEHILH %K SSH (Linux) ,
¥ /etc/ssh/sshd_config BE B UM & iz #3642 1A

A-4: E4 K (Windows)

1. MARFHIEXHRAANDNLE 6ME LT, TEZEH, KHIBKE-
MAERF (KA. £E) REF@HE:

A-5: FR £ SSH\VSFTPD\IIS (Windows, Linux)

1. SSH A% mE (Linux)
a) SSH #t 1k root ffl P A2 &3, ¥ /etc/ssh/sshd_config Bt & X1 5 % 5L
o B o A A
b) & & root Al FHIITXIMES. HAF L 7:50 BHE1IT 8 SSH %, 22:50 %
Al &R SEY 7:30 EH B30 SSH RS-, £ )F &4 crontab —1, FE R4
REHE;
c) M5B SSH AR 438 0 4 2222, {F 44 netstat —anltp | grep sshd &F&
SSH R %3 B2 4, KEILER&HE;
2. VSFTPD iR % (Linux)
a) WEHEEEWEEE AN 254, #/etc/vsftpd/vsftpd. conf FLE X
P o X R Y E 4
b) REM AN RAEREERS IM, B
/etc/vsftpd/vsftpd. conf BB S o xf i o 3 # H :
3. TIS /@ (Windows)
a) Wb XHHEREME SRS EREFTXH, £LEISEXHEHE,
KB E & A&
b) KXW IIS # WebDAV Zj gE 38 % Flub g Z 24, HERETELRE:

-6: By KIEX® (Linux)

1. RAAadF#H Ak E 172.16.0.0/24 538 W B 8 DNS ##ATiE KB &, ¥ iptables
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BE & A& E:

2. ZWEMAHLE ping &AM, ¥ iptables B E &4 & H:

3. FUEARM ping EFALE, K iptables BLE 44 & A :

4. #2330, 4 iptables B E & A& &

5. #E1b# % 5k B MAC ik 4 29:0F:29:27:65:FF MK E A, 4 iptables
B AR E:

6. MM IP B g ¥, % F iptables Bk K e R4 IP % F i &, R AH
F A 1000 4, ¥ iptables B E 44 # H:

7. A7 1R SSH AR %98 & /4%, %X B iptables [ K 3% 5 # X 4F 172. 16. 10. 0/24

BBy EAE T SSH FEAMN, # iptables L& &4 & A :

(ZDB Mk fre b/ W 4 2 & KA BGE/ B R 2 4 (400
4

B-1: Windows ¥ 2 Z&BZ WK

EHFTHIH:

v R%BE: Server2105 (xR &EHE)
vV REBZEZEEZS: Windows RATSEE)

1. BRAMPCHFBENAFE Kali R EBFFHTRARS LM ATH S &
MR, A ZBAE R RE R F 445 3 1 3 B o R - IR A B F 4 % 1E 4 Flag
ARR

2. WILAHM PC FHRNIAF & Kali X RFH IR HATESEZNRK, B2 =M%
HHERE R TR DNS 5 RAEN Flag & (fflgo: 114.114. 114. 114) #K;

3. WHEAM PC FBENRTE Kali XREFEBFEHTZEZNR, BRI EFH
LRk, B2 R T AEY Flag HIR

4. ERAMPC FHENRT € Kali AREFBFREHTEENR, ¥ iZFE£HE
Fornn ek ——ANEE A, doex AR AR L B AE 4 Flag AR K

5. I AM PC FBEMKXTE Kali HMFBFRHATBENRK, K RET
b1l X —— AR A, doex SUFHI ORI BAE A Flag B4R K
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6.

WL AN PC FHENKF & Kali XRF B FHTLENRK, B2 FELE
t 202 Xt R ——AE P EFE X EEE A Flag HER

B-2: HFBGEREE

v IR%BIFF: FIPServer20221010 (% Fl &4 %8)
vV BREBIEEERGR: k@
v FTP JH F 4 :attack817 & 4%: attack817

4 #T attack. pcapng #03E & X, # 3L 5478 & attack. pcapng T HE R
P& — R E HITP R4 o8B B2 B L5, 125 41E 4 Flag E#E X,
SRS E F HYE A XM attack. pcapng, A ATHEEA FHEE T HLmo, K e
om0 5 NNE|AEH Flag & (FFR: % E 1,35 2,30 3,350 n) #

R

.
’

M4 B F AR A X attack. pcapng 24T H G B R P E G 6 BT R H R A &
2, 6 G ERDE R Flag HIRZ;

k42 B F 4K4E 4501 attack. peapng 44T B A P B — 4 E A D 5
WEA L, % —HEF DN Flag HE

Y5 & & BB S attack. pcapng A AT BB P TH T A, Bz
P B ME 4 Flag 2%,

e
N.\

B-3: Web Z4&Z K ABEII

v REBIEALM: Server2010 (X HEEHE)
vV  REEGEBRERSK: RH

ERSENGFE Kali P T EEHRBEE, BLEAHRSEBE websm T,
B 3E (HMas#E N IP/up) , REIW3EE W8 Flag AR 2

RS EANT & windowsT V7 FRFH G Py plsh, Eit b A% 0 E SR
AR, A R Flag # %5

B EALFE windowsT RIEE MM\ DRSS BAA Y &, BT
® K15 2| Flag F# %X ;

R B EALTE windowsT RIFE Z AN O BE T AR LS EBNAA YR, BT
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10.

11.

12.

13.

FOREE A BT P AL L M54 XM 4 15 5 Flag R %

B EN T windows? REBF WA 0 S A RS BN AR =, BT
R E| Flag 8K

ERBEAN G F windowsT REF LN 0 RS FIRF B A=, @
#1232 Flag 1 X ;

£ F S F A& windowsT 7 |7 http: //#AL IP/7, iZ W @ #ATHE MR,
RT3 3 Flag H# K

£ F % &AL 5 windowsT 17 19 http: //$EHL IP/8, *iz W & #AT 5 & MK,
3T N7 3| Flag 3%

R B &M= windowsT 7 [4] http: //3EAL IP/9, % T E #ATE F MK,
i i #2152 Flag 8 X

B &A= windowsT 17 & http: //¥HL IP/10, *11Z T & #4795 FE K,
WiT % 2| Flag H R L ;

R % &AL = windowsT 17 9] http: //$EHL IP/11, X2 EHATHEN IR,
i i #2132 Flag 8 X

& F 5 &AL % windowsT V7 & http: //¥HL IP/12, *1Z T & #AT S E MK,
R R 53 Flag ## K

B EA = windowsT 17 & http: //¥HL IP/13, *1Z T & #4795 FE MK,
R E] Flag 8 2

%\

%\

%\

B-4: BItMABFE

v % BEZE: Server2125 (XH)
vV REBIEBERZ: k&

WER S &M E X 1, RETERELETRAMF, GRIEFEAERE EEA flag
N
VR A B Mk EH X 2, RETEE R T RAMN, HRIEEERSLEN flag
N
W E RS & Pk B X 3, RETERELETRAMF, GRIEFEAERE EEA flag
%/%5_?;

7110



4. VTREIR G AP IEE K 4, RENEE R T RAME, BRIEIBERESIEA flag

R

5. WAMRABFAME RS, RETEEEERAMH, FRABER LMY flag
23

6. WEAMRSBFAMEEE, RETEE L5 RAH, FRASBER LMY flag
R

B-5: 4% 4k AL

v R BIFE. Server2215 (FHEEE)
vV BEBIEBRERSG: Km

1. BEBEBIWEBIANRMB S & (BN, EWeb REEWET L4 EHET —AK
HE, WK B E B MR Z LB, xR BAT AL AR N Flag (E# % ;

2. BEBRNARMBBIEERSE, AT & adnin SN EAF — M EE RRR
WA P, KR P HEEE AN Flag BR

3. BEBRNARMBSH, EAMBRSEAELT 2MEEA P, EERMERT
Administrator fl P UM H B RER AR P, KREESAITE DH A net
user, ¥ Administrator &% — A~ ¥ (E ¥ Flag A4 % ;

4. BEBRTRFBHEAALE, ERMBRTLENENTRST, ¥ 18T 8-
JF )4 AR A Flag B (10 £ A4 A 2 8] L XE 5 4 [&, 0: hello, test)
RR;

5. BEAMRFBEAGHT —MABEF, EHREFLAZEFHAEFRAL, K
ARG X4 1EH Flag ER K.

(M) #¥kC CIFFHE-XF

(AR 200 4
—. EMESFR:

BRREZLVHNEZ2BZNATET, ARSLYRXERSEHLZLH
¥, AT EFEF RN W T R A A R A A ROR . R =R R AR
TFE, REFAEN, WET BTN REFEMEA, THNEREZN O
M R A B I SR s

ERE (R SHR) RBENEE, 5P swmE H 430 485 R a A

UL\

8

~
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=, BERASHFERHA:

Z P HE/EZ % : Windows 10/Windows7
AR S B BIEAS: Linux/Windows
=, WA WA :

1. AR %8 7 B9 IR R 7 g2 LR E 0 7T RE R A SR IRORL;

2. AR & 2 Lo W ok 7] g 77 A A E N BVRIE, BOREFHE @ ENN
R IR, A R R R B — AR

3. BAUMR & & Loy W sk 7T e X LR R, EoREFRE X LEWAE
R, AR IR IR 3R B — AR

4. AR 525 Erg P oh 7] g6 7 8 U BB ROR, BOREFRE|I XA A4 WA
KI5 A #9443k B — A IR FF 2 AT 84X

5.EEAGZEUNRS T EE T ZERDHATHIRE, EXRAF K TE
RAGHAT WIS, F AR MR IR 3% 3R FAXTR

6. RFAARBAMSTRE ST ZFKim i RFE, ZRAFREZ X G
IR R B AR £, F A R IR R R BOR GE AR

THREAGFARFE-—LRARE]], FTURILET, AFFHMEGH
EITE&ERE R ZRR.
o, EREI:

L R ARG TR S, EE—REEREBERH A 1Z5ENE T,

2. flag AN B EHNRE B E—MFIR, BEENRESENE 1

S HMFHANENE AR ENHAT ARG D . BT, BB H X F .
M B F % flag. H L A FH X% EE;

4. BB FENTER R %G, RXBIRSG 0 flag B, BT EZHESEINLR
5B H TP Hidt,

5. BGREREAE XA LR EMOEWEN, S TENENARSE, 1=
N % flag B S RN EER S L H#H T, KANBEENIEIESHIT AR B
B, BRI g AN 5 BT 53T %

6. AFL T AT AP AT

(F) #HD CIF FHE-HH

(AR 200 4
—. MEMEEHR.

BREAMEFEXZaLVWHEZLTREMN, fRE TREHSENR
Hzell, XEREERFEEEMHFEAMRR. RFERARN LRSS
#TLENREZLTF. FMEROAFTERNELIREH, EEIARET
. 2R FRIEE. BENREFERMNECELRSBFHFENL L6,
BATHNEWE, AT R G Z 25 HEE.

ERE (BRI SHR) RUNER, EEFP mEALRNEEERXTFE/ME
B R 22 R 52
. RERRFHERHA:

Z P ALREVEZ % Windows 10/Windows?7
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B2 %S BEIEAS: Linux/Windows
=, WEERIA:

1. & 2 R4 &+ oy iRR 7 a2 ALK IR L V] RE & & SUIR R

2. B2 F & Lo Wb b 7 & A EANBRE, BEREFHIE @ LENN
R IR, A R R R B — AR

3.EBEMRS & EH W IE T g F U EEIRE, BEoR#EFRE U L E Ry
R, AR IR IR 3R B — AR

4. B 2R F A LR P h T A U A A TRE, BREFRE XM EEHAE
KI5 A #9443k B — A IR FF 2 AT 8 AX

5.EEAGZEUNRS T EE T ZERDHATHIRE, EXRAF K TE
RAGHAT WIS, F AR IR IR 3% 3R FAXIR

6. BEARFRMAR S TREE S T &b X BRI, ERA P KB & R
IR R B AR &, F A R IR R R BOR GE AR

TREAGFARFE-—LRARE]], £FTURILET, AFHTEGH
EITE&ERBE R ZRR.
0. EREI:

L EMAFEFENME A mEIBE&E, FETHIERRG HLmRE,
® A& LS e AR S N
2. F G B B F AR E 2 R 5 85 AN R BEAR -0 B R
3. EEM ARG BIHATHRE, LE—REEXER TR AL ZERNET;
4. KILF AT A#hAt .
— . WLH:
LA BEAEREERE . FIRFH;
2. X4 % BART: WHBL 2 D-XX (XX § TAL5), PDF #% X 1k7F;
3. X RFEE U XK,
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