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200 4~
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=L RBRESFENE

(—) #HE
PC1 Vel " - _
T b Y 7 -:Windows Server 2008, .
Windows Server 2008, )
BTS, Kali, ; VIR : * Windews7. Windews XP.
- Py-B7
- Pc2 BENAVLAN
Feogead il #in

(Z) AMRERME AL E/Z4ME (200 4

—. MEMESHR.

BEREESVH NG 2L TET, CVREETHEREEZRE, #TT X
FIBEME, N7 HRRSBHEFTAT, FHENELL2RMAE wmAK, HTHEAE
fBo BHALAZTRA P Z2EREFMER Nginx 2 %K%, HERERE | +
B RS RaFs, AL, HRERBELH L RERRA RS ER
GG LD HEES . AERERRBEEENGREN A EHREHEART BAK
£ 5B AR (E S AT A F i DUAE S B SCF B, DL word ARSI #1 5, DL PDF #%
AR

L TEREEREETE. FRFH

2. X% BRfr: WL amk A-XX (XX A T{L5), PDF # X1k 7

3. XHRERUAERR.

. REBFERHA
AServer08 (windows) . A F 4: administrator, KA. 123456
AServer09 (1inux) B P 4. root, L. 123456

=. ;.
LA REERBERE., FHEH, FHEETHENAE ERNLE;
2. X4t % BARTE: WA ZAES A-XX (XX 4 T5), PDF X EH;
3. XHREE U AR R,

A-1: BF%4mE (Windows, Linux)

iE X IR 4% Windows, Linux #ERKH#ATHENHNIXE, BRERFENL LMK,
1. %A 5% 8 (Windows, Linux)

a. mNEHBKELS DT 13 4MNF/;

b. B LTIE A E TR K,

2. il P & 4 & # (Windows)
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a. % B BUE S B2 A X F 8 BT A A, AR R 48K % administrators 4
b. ZEFEEF FEA A RTE;
c. REFAETLREFWAF 4,

A-2: Nginx &4 %® (Linux)

3. &I HFH EARBRRFEMAERET;
4. PR %] HTTP &K 7 &, R A4 GET. HEAD. POST;
5. W B E P 3w iE ok £ Az BUE B AR 4 10;

6. X B & 7 o i Kk Sk 13 B BT B JE) 10,

7. % Nginx R&FEAL, # A www B F B R 5

A-3: HF K (Windows)

8. Za HAEXrAKR/NA 128MB, % E LK ZAMNHFAD LR, #F
EEZEMH (HEMHMTL) ;

9. B2l B BZ X AA/NA 64MB, R E LK B FAR HIEAN LR ELRF
i, TEEFM;

10. A HA X RAA/NA 32MB, WE LA B RANHISAM LR, T&
=E (FHFERED) .

A-4: =8 R % tu B SSHD\VSFTPD\IIS (Windows, Linux)

11. SSH AR -/ E (Linux)

a. B ssh 53 2 4 2222,

b. ssh Z£ 1k root A 7 iIm 42 & 3%

c. W& root Al PN XIES B AT L 7:50 377 B ssh k%, 22:50 < A ;
& JE 78 7:30 EFH B 3 ssh R 5

d. 152 SSHD #9 PID #% % % M o

12. VSFTPD A % Ao & (Linux)

a. WEIEAT vsfipd BAERER R LA P 4 pyfip;

b. PR #| & F o & BEHY 3% O 36 B ZE 50000-60000;

c. MR A F| 7 & F7E o 76 B IR %] 7 home H &

13. IIS B (Windows)

a. FrB IISHEHRXFITER(HEAXHRFBANWC, ALK HE. i, &
Fog IP sk, AP4. k),

b. X I TIS #y WebDAV I g8 3 5% & 3 0y %2 2 1

A-5: AHZA%K® (Windows)

14. 25 1F BB 4 A% SAM tK P 5
15. 2 R R AR BEFHENT KW
16. 25 1F 77 6 W % & 0 30 iy 35 A fn 4
17. 25184 Everyone AR A F T E 4 A F 5
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18. £ A8 i B K it |a] J5 R A vE4H o
A-6: BFKIEHK® (Linux)

19. W E B K3 A AALEE & B TCMP 30 LLSN Y BT R 3038 s

20. A FF 1k SSH MR % #% % 77 # %, % & iptables FF k3 & X 4 #F
172.16.10. 0/24 P BX 9 #9 = AL3# 3¢ SSH % 4 A HL;

21, HIHHIE IR £k, 1% B iptables [ Ok K 55 o5 3 5 \ Bk 8 #EAT LI,
REEoer v 3 MEEN, HARBRERELEN —KRKFAE 6 MERL (B
HERANEHECEEFATALE) |

22. A R PR K R E 172.16.0.0/24 JF 3k W B #9 DNS ## 4718 R 3 .o

(Z)B #pZ £3 fre B/ W 4 22 £ B BGIE/ B 2 4 (400
2

B-1: Windows ¥ ZZ&BFZ MK

v MR%28B3FE: Server2105 (xHEE)
vV MREBEBREZS: Windows GRATEE)

1. #EILAHPCHFEENATF & Kali MR FGHFFHATRARS ZM A S %
MR, A ZRAE DR R P 445 3% 0 3 B e R - IR A(E B F 4 % 1E A Flag
ERER;

2. WA PCFLENRATF & Kali RFBFRFHATSENR, ¥iz7= W%
HEEREEFWDNS 5 BEN Flag 8 (Fl4r: 114. 114. 114. 114) # % ;

3. I AN PCHFBBHMAFE Kali R HF B R HATSENA, WizFF+FH
Yalmm K &2 R EBIEA Flag AR

4. @I AHMPC FHENRAF & Kali AREBFFHATL RN, ¥ iZF R £H
F 11 R E——ANEE N, docx XAFEY A4 AR ME K Flag E#R

5. I AN PC FBBZMAF & Kali R HF B R HATSENA, WizF=2H
F1 X rE—— A EE A, docx SUHFEY IR A 2 A Flag B4R % ;

6. WITAMPC FEHENKXTE Kali RSB EHTHENRK, ¥ iZTELET
o2 Xtk brE——ME R FHIE XL EEEN Flag ERER;
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B-2: Linux 2B EEK

= W

v REBFE: Server2204 (FFEEE)
v JF P 4: hacker B 123456

RS ENN RF &5 SW R, F KR 44 F SSHAR F9m 0 T 1F 4 flag 25
ERZENN RS &EEKE, FHEMFEF ENBIREAN flag 2
ERBENN RS &EERE, HFERFEFREABBRAER flag BL;
ERSENN RS HEEERRN, HERFEF root B K THSCARNEEA
flag £ % ;

ERZENN RS & EERRN, HERFEF root WEBEH flag £
ERZENN RS HEEERRN, HERFEF root B X THE T REER

flag $£%.
BEfEREER

v R%#BE: Server2007 (xR 4EE)
vV BEBIEBRERSG: Km

# A H PC B FMIAF & Kali 5 R A&7 Server2007 &y I 35 4T ¥
B, EEFAE T FLAG, 4 FLAG #R %

W AH PC B ENMKF & Kali X R 5237 % Server2007 F oy P 35 # 4T 77
[{, JEIEFAEH K FH FLAG, FH# FLAG #0;

# A H PC H S F AT & Kali 5 R A&7 Server2007 &y I 35 4T ¥
B, EEFFEFERX, BEXRYEERDNFE FRE FLAC F R

WL AH PC B FNAT & Kali M IRF &7 T Server2007 &y B 3k # 4T 7
F, BEXAGERIATEFNAR, $ARTHGERME, SFHMERNEER
1B FLAG # 52 ;

W3t AH PC F S FE WK F & Kali AR 5237 F Server2007 19 B 3k # 4T 17
B, BXRARREIATEAFH+FE, $TFEFMEATHTTR, TR
BB U R, SHH R J B U 0 BL1E A FLAG 82 585

HILAMPC FHENIAT & Kali MR F &I F Server2007 F oy W 35 ATV
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B, EEFREEER, BRAMERETE P e T A T O,
SO P B R B X 2 AR ME A7 FLAG 8 %5

7. BEARMPC FEENIAT & Kali M R F &7 & Server2007 # 8y W 36 #4717
B, ERZREEER, BRKAMERET@E P Th F E B TR,
W S o B B A5 B SO B 9 B 1E O FLAG 3R %5

8. it AM PC FHFMRKT & Kali 4 MR 5 %77 Server2007 # By W 36 # AT 7
F, FRETFNREEL, ¥ELFEAEKIUF A, 1F4 FLAG X,

B-4: K FBAE

v L EEIR B win20230306 B TP Hidk
v FIP FlF 4: user, XA. 123456

1. ERFBEFTHRAFRE, ERFRETRRENGEL, REERTELEAR
Flag B % ;

2. EWNFHRBEFHRRENE

3. ERFAFBETHRRENE

4. EAFEABRFRBENE
€ E 2R i)

5. ERNRARBRTRRENGER, ¥EeTERFHANETFLHIEY Flag HR
5’5;

6. ENFREFRIENGEE, F A a0 &1 T8 R E N Flag HR R

B, KR B i fE 4 Flag 25
B, Bl B EALA E A Flag HEEXR;
B, W7 BFe A Room 0 514 Flag ER X

UH

/[ﬂ

-5: RABE

v LEEFREL 1in20230502 By TP #u itk

1. ESENFHRSEEN#TELRE, $RFBEFTBHE T F(EN Flag (&
’X;

2. EBENFHNREFBENHATESE, EMFBEINFRBRSEENLHK, K
FHNALMEH Flag R

3. EBENFNREBEIANRTEE, ERFBZZIANFRBRABRAR, & AER
A Flag ER X ;
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4. HBENFNRFBEENXATSE, EMFBEEINFTHRREERNED, F&
A X Flag E1#2 5

5. HEBENFXNMFEHEINAATEE, EMF & EAFHEIWIERE FK T flag
XM, WXt AEAEN Flag ERR;

6. ELENFHNMEFBENATSE, EMFEENFRIACERXERTH
flag X, 0P+ NEIEA Flag R K.

(W) #HC CIF FE-%KH

(A B 200 4)
—. FEAESER.

BEREZLSVHNEZ 2L FZNATIET, ARt LELERSFBEHLLH
¥, AT EFEF RN WS T R A AT R A A ROR . R =R A AR
TFE, IEREEN, UETHERTNITFEMEA, TRAZEZNOL,
T B 1 B 1 R

ERE(ERTSHE) RENEE, EEPmEALPREEEREATE.
. BERRFAFERHA:

Z P HLEIER Y Windows 10/Windows7
AR S B EE RS Linux/Windows
=, WEERHA:

1. AR - 25 o B9 IR V] = RE 2 AR R A T RE = R SR URIRL;

2. BALIRS- & LN e F ¢ A ENRTE, BEREFRIGLEANHN
AH R IRE, AR IR IR R B — AR

3. BALIRS- & L ey W3] e fF 2 XUt LRI, Bk FARE| X LA
KU, F R IR R B — AR

4. 8BRS & LWL s E X a2 TRE, EREFHE X HaEmWAE
K, 5 AR IRIEAR S AR B — AR HAT IR

5. BERAERENRS T aa T 2B RGIATHRE, EXAF LRI TE
RAEGIFATHR -, FF R B IR 7R 3k B R G AN IR

6. BMIEAGRENRS T EE T Z X HFE, EXAFPHIZFX &
HIRRE MR -, FEF R IRE R IR R AR

TRERGAYIREFE-—LRAGE]], &FTUKELET, HAAREWN
BEITE#ERBE R AR,
M., EEFE:

L AR RAR S S HATRE, EE - REEBERTHACZEENE T

2. flag EAF & HINRFHEHE— MR, FEBIMRSFENAE 11

3. HFRABALE TR EALHAT K F om0 B RE ., BB H K A AL
il Bx B2 B flag, 2L 480 B Wy U R 1R

4 BB FENES ARG G, RREAMS B flag B, B FESLZENRK
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% E5 0 TP Mo hk;

5. KW IBEBEE FE LA FEEM;ENEN, XTENENLRSESE, W=
NG flag B S RNEEM S FHAT 0L, KN EENIEE LS H T AN &
B, B a AN 5 BRI L ARk

6. AT AT AT

(E) #HD CIF FHE-H#H

(AR 200 4
—. T A E 4R

BREMEFEXZ 2L VNN EZLTRT, AFETRSENSZNRA
Hzey, RERFEFTRFAELM P AT TFERRNZLERSE
#TBENREZLTF. FISRNATLENELINRS S, RO A Y
. 2REFRALFE . BENREFERMNECELRS B FFEN L2,
BATHX MR, AT RGH 22 HHMEE.

WRE (EFSHK) RUNGEE, EE P mERALRREEETFENE
B R 2R 52
. RERRFHERHA:

2P HLIEIE R % Windows 10/Windows?7
2R %5 BEEZ%: Linux/Windows
. JRIEE LA

18 2 R 425 F 69 IR IF ] RE & ALIRIE 7 Bk A LR

2. B2 58 Lo W ok 7] B8 A ENBRIE, BEOREFKE S AENN
AR IR, AR R R 3R B — AR

3.EBEM A H LA W E T BT X EEIRIE, EoREFRE XA LEHAE
R, AR IR IR 3R B — AR

4. BER S P E T A A A TRE, BREFRE X EA WA
KI5 A 8RR A 4 A3k B — A IR FF 24T 8 A

5. REEAJEMARSTrEE S T ZERDHATHIRE, ERAFEKEZE
RAEPATHI RS-, 6 F R BRI IR 3R AR

6. RFARRBNMES T E ST ZFKim i RE, ZRAFREZ X G
IR E AR £, F A R R R R BR GE AR

TREAGFARFE-—LRARE]], £FTURILET, HFHTEGH
FITERKITE R R
o, EREI:

L EANAFFESMEAAMELERE, FETHERATH LIRS,
& AV LU AR A VE
2. R4 m B B AR E 2 R 5 & SRR S R R
3. MM HMARE EHATRSE, EE—REERERXETEHALSZSFENE T
4. RIH AT A BT o
. W

LA REERRERE . FHRIFH

|1
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2. X4 w4 BARfF: WHBLAESD-XX (XX ¥ TA5), PDF B XIFHF;
3. XM RAFE U HER.
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