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LA PC 2 E NN & win7 XRS5 &5 5t Windows HEATIZENNA, ¥ sam
WA system SCHFSERXEIA Y, A SR mimikatz THARH administrators
5, KEHREEI hash [EE N FLAG 4252 ;

Linux #fERGBENR

HEF S -

v RS EE R Server2106 (SRMIFERR)
v B ESFEERS: Linux (RAATHE)

A PC HBIEIGCF 6 Kali X iRkSS a7 3t Az @il Kz
/var/www H 3 ME——AJE . bmp LA SR A AREN Flag H1R5C
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B-3:

WA PC HBIE I & Kali X RS a7 st dt A B &l Kz
/var/www H s ME——NEEE0Y. bmp BB R SO R SESCHAAE N Flag {H 2

.

N
4

A PC FBENAT & Kali X RSS a3 53T BENK, Kz
/var/vsftpd HHME——"NEZN. docx SIS RN Flag (EH5C
A PC FBENAT & Kali XSS a3 53T B E N, Kz
/var/vsftpd HHE——AN G400, doox SUHIISCI W FEAE R Flag [EHR5S;
A PC FBENAT & Kali X RS a7 53T B &N, Kz
/home/guest HZHME——ANJELON. pdf SCIFIISCAFZFRIEN Flag (HI22E;
A PC FBIE N & Kali X IRFS a7 53T B E N, Kz
/home/guest HFHME——NJRLON. pdf SCIFHISCIF RN Flag [HIRAS;
WA PC HZENGT & Kali X ARSS 43 ST ENNK, Kz 5t/ root
H s —— AN EZ0N. txt SUFRISCAF A FRAE DN Flag fH1RC;

WA PC HZENGT & Kali XRG4 ST ENNN, K5t/ root
H s —— NS 20N, txt STHFRISCAE A B AN Flag HARAZ

HFFEGERE

EF S :

v R5e83 5. FTPServer220817

v ORGSR SEERS: K GEREEND
v FTP 4 :attack817 #45: attack817

53 M attack. pcapng i, @IS s R attack. pcapng 6 HEE H S
U7 1] HTTP IR S5 HIEHR B L S, Rz S BUAFN Flag (H1R58;
ARSEFE A SR B SCH attack. peapng, 2MHT SRR P TR 11, 4 A0
(31 5 N BIRAER Flag 8 OB 5@ H 1, 3 H 2, 3 H 3+, 3 n) $258;
IR E B HAR AT attack. peapng 4347 GBS H F 5 6 BTH & 24
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2, RJa B EMIEN Flag (158
4. HREEEERIEU I attack. pecapng 7 i BRI 5N — AT AR B R 3RS 2
4y WA ERSE Y Flag [HIR5C:
5. kBAEHIEM M attack. peapng 7 M R R T R E AR A, Rzt
N BAF A Flag [EH232

-

B-4: ML EE R
BB :

v RSB Server2216 (Tt
v H 4 root L. 123456

1 BRI AA MRS 2, BRI T BAE RGP @ T 2 e,
A B R AS, IR X B AR AE A Flag (5T

2. R B BNARHIRSS S, SRR TRERGTEY T2, %
R A IR SO BT AE a0 B AR AE N Flag (RS (ZAMRAZZ A LATESE
5%, . /ete/proc, /ete/my. cnf)

3. BEREMEBIMATIT ZAARLIERT, HRKBAR SR FIERAL, AR
Ly STIE R T F 3 5 /E N Flag (IR

4. R NEEBNA MRS o, K FRE T T B IR 55 A5 R IR BUE R Flag (B4

. BBRIMNAMIRS A, 1 URE R L 2 T RBAA AR 55 25 I LRI 8], K 2%
f PRI [R) VG S Flag fH (F2AZHIN [a)4% 2 20220112 08:08:18-
08:09:24) 5,

6. BEINAMMRS A, HREK B NI S0 Fr A 1P ik, K IP ik
YEH Flag i CEAFIEZAS 1P, 1P Mihk ] LS SE S 405, 1.
10.1.1.1,20. 1. 1. 2) $#2%.

24 / 28



B-5: Web %4 %t
AL 5 FBBA .

v RS 4R Server2201 (SR MHBERE)
v RS E RS centosb. 5

1. fEHZENY 5 kali h THARMIRS &, KRGS L apache A5 EN flag
$AT

2. (EHBENIS S windowsT Vg in) I 55 H Iz s st (st E45
IP/javascript) , #RFIMuEE I flag FFHEAL;

3. MEHZENS R windowsT MRYEHE — I L kS5 0] IR 55 S A il b 55, 83
NEH flag FFHRA;

4. AFHRBENLI S windowsT AR 55 =8N D4R 2L U5 inl il 25 s A il 7 5,
NEH flag FFHRA

5. MEFHZENA S windowsT HRHE 5 DU 4k 877 [0 Ik 55 & HO A @4 55, 33
NS flag FFHERT;

6. ATHRZZENL R windowsT AR 58 TN D 4k 2L U5 in] iR 5% 38 A fiL 7 5,

NFE| flag FFERA;

i
&

{‘__l‘t:
P

o
&

o
&

(P0) #E¥eC CTF FiE-Ha

(ABEHR 200 43
—. TH LA
BT AR A Al 1R 19 2% 22 A W AR, A 57 Al B e IR S5 2 e 2B 47, A
T BE I AR AR X 4 P AT B A AR ) Al i) AN T . AR AN S R TR Bl
R EREHL, DME TR ost B FRONEOR, T2 B DA, AT S B 1
W
EIRYE (S HER) RMMERNEE, E% 7 b fl H A3 8 X & Br 6.
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— B RGIABE UL

HPHUEEIE R SE: Windows 10/Windows7

HHUIR S 2 R 48 Linux/Windows
= ISR -

1. 55 5 vh B U ] T e 2 o R IR 19 7 BE 2 AR Gl ;

2. BEMLAR S5 35 b 10 W93l v BEA7LE Ay RN RO, ZERE TR B dr T N AR G
T, ) SR SR — TE AR ;

3. JEHUIRSS & L A0l TT REAFAE SCIF_EAR RN, SR T4 2 S0 A F A ST
) FH e R R SR — e AR

4. FENUIR S5 s L AR W3l ] BEAFAE SCAT 0 B i, SR TR B SO a2 B <
55 IR AR 45 G PR — & BURIT HEAT 3R AL

5. #AE RGHAL MRS FT R B T I AARRS AT IR, 25K A P R 3z AR A RS A
ATIIRRSS, FERFH IR SRR oA ;

6. #RAE RS FE MRS T RE AL 1 G2 DXt tH el 225K FH 7 4K 280 22 v X i HH s I
IS, FA FH IR SRR SR P ;

TERERG T RAEAE S R G5 T], T DMRBIMLETT, JERHME M ETE
BRI B R G
VY. =

1 ARSI IR S5 AT Bt B — UG 4 AR i b 1) 2 1% 5 28 B B

2. flag [H AR GRS 2 MM — AR IR, MG HENURS 200 114

3. F BN A5 BT OGP0 O BSOS B 8 S RN, TER
BN Flag. BB SO SR

LAEBFAND RS )G, WAV SN (lag (B, [FIR 7 €S 3
¥y IP Mkt

5. FE MR HE FEA R VA AR IR /A M EEHL, 0 TREASENURSS 2, 11 =R
flag {8 M2 FEBAAEILAL 73 L4753, AR BeREAS BT RS 20 BT AR Be R 43, BN

7 W Z HE B8 VF 3 Bt
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6. AIATTA T AN

(F) ¥ D CTF FjE-phif

(AR 200 43)

—. TH ATtk

1852 ik T 2 A Al i) I 4 22 4 TR, 7 008 T- RS B i@ R 5 e 4
BidrT, IX R 5% #5 P REATE G ST I BRI o R 5 R DRt I e R 25 85 1R 4795 58 R
52 2P, BASEIIE TR MR LIRS A, HAMBAGETH . 23 ikTwid
i BENNASE T Bl B R 22 IS5 s HARAE I 22 4 B b, BEAT A0 PEm s, M2
THR G2 2Pk Re .

EARYE (GRIASHER) RS E, E% AT SR B 8T 6.
. BERGIER UL

% PUHLERE 4. Windows 10/Windows7

2RSS A EERSE: Linux/Windows
= RGBT

1. £ 42 il 55 4 T e VI P A 2 RS T R 7T R 2 R G T

2. W22 R 55 3 110 3t P BEAFLE A TR N PO, BERIE T4 B dy AV N AR SR
T, ) FH IR IR SR — e AR ;

3. BB 22 iR 55 A b B Il P BE A AE S EARIRIR, SR T HR B SO EAL BRI
M FH S e 1 SR — AR

4. B8 L2 I 5% A bR IRl T BEAEAE SCAT AL S IR, SR TR B SO AL A ORI
500 R s I R 4 R — s AL PR FF AT 4R AL ;

B. P R AR M IR S5 FTRE AL & T I FRARRD HAT IR, K A P R 8 PR AR A A
ATHIRRSS, A FH IR SR R SRR ;

6. HeAE RGP I IR SS FTRE AL & T G2 X s HE R, 2SR FH P 4R S48 1 X it s Il
IR S, I I SRR G B ;

TERERG T REAEAE S RG ST, T DIRBILETT, JERHE M ETE
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FARBUE R GALR
U,
L. AEALe T 75 20 I SR E AR A, JF B AT HIE RGBTSR, AR
73 LASERti AR &
2. ZGEIN ]I 75 ZEORUE B8 22 iR 5% 23 0T AR AL R 55 1w A
3 ANREX A RS AR AT T, B — IR 5 BB R H S2 S 2 N
4. KRIRTEAT AN o
. Ui
L. A A R AR St AT I
2. R B ARAT . WS 2 AR D-XX (XX A TTALS), PDF # X fRA7s
3. SUHRAEEI U B AL
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